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How to Tell if a Class Action Lawsuit Notice Is a Scam
https://www.aarp.org/money/scams-fraud/class-action-settlement-notice.html
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SCAMS AND FRAUD

How to Tell if a Class Action Lawsuit Settlement Notice
Is Real or a Scam

Avoid fraud — but don't throw away legitimate opportunities for compensation

By Matt Alderton, AARP
Published October 03, 2025
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If you watch television regularly, you've probably seen commercials about
Camp Lejeune, a U.S. military base where drinking water contaminated with
toxic chemicals has been linked to chronic illnesses like cancer. In 2022,
President Joe Biden signed the Camp Lejeune Justice Act, which established a
limited two-year window during which individuals who lived and worked at
Camp Lejeune between 1953 and 1987 could file lawsuits against the U.S.
government seeking compensation for health issues related to their time
there. By the end of 2022, law firms had spent over $145 million advertising
the opportunity, generating more than 400,000 claims from alleged victims and
their loved ones.

But lawyers aren’t the only ones who saw dollar signs in the Camp Lejeune
Justice Act. Scammers took advantage of it too, according to the Better
Business Bureau (BBB), which issued a warning in 2023 about criminals posing
as attorneys and claims administrators. The BBB noted that scammers sent
fake phishing emails that looked like legitimate settlement notices; when

individuals clicked on the email, their devices became infected with malware
that stole their personal information for use in identity theft crimes. In other
cases, scammers told victims that to receive their payout, they had to pay an
administrative fee to file their case. They continued asking for more fees,
eventually disappearing with their information and money.
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There are plenty of legitimate class action settlements, however, and you may What a Government Shutdown
have received a settlement notice for one (or more) of them. Here are some Means for SNAP
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$2.5 million, respectively, to settle class action lawsuits over their data
breaches.

« Poppi, a prebiotic soda company, has agreed to pay $8.9 million to settle a
class action lawsuit over its marketing claims.
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“One of the hypotheses for why
people don’t participate in class
actions as frequently as they could is
because they’re worried about
scams,” says Brian Fitzpatrick, a law
professor at Vanderbilt University
and author of The Conservative Case
for Class Actions. But while Fitzpatrick
agrees that it's wise to be cautious in an age of rampant fraud, he believes that

fraudulent settlement notices are relatively rare: “I have definitely heard that
this could be going on, but | have never actually witnessed it firsthand.”
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If you can confirm a notice’s legitimacy, there’s no reason not to respond, says
Jer Nixon, a class action attorney at The Simon Law Firm in St. Louis. “Let’s say
you get a class notice that says, ‘Hey, you can file a claim and receive $100...."
Your options, generally, are to do nothing or to file a claim. Either way, your
rights to bring a future claim are the same — you lose them. So you may as well
get some money.”

Zim Hang, cofounder and CEO of Chariot Claims, agrees. “When people don’t
participate in a class action, they're actually opted in by default, which means
that the [defendant’s] liability is being erased but the [consumer] isn't getting
paid for it, says Hang, whose business helps consumers find and submit claims
for mass actions — which are similar to class actions, except that class actions
treat multiple claims as a single case. In contrast, mass actions involve multiple
claims grouped together but handled individually.
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“So, it's important to take action,” Hang notes. “But, of course, you need to do
your research to make sure it’s legit. Because while most of these settlements
are legit, every so often there are bad actors.”

How can you determine if a class action settlement notice is
legit?

Before you respond to a class action settlement notice, use these tips to
determine whether you're dealing with a real case or a fraudulent one:

» Find the settlement website: Most class action lawsuits have an
informational settlement website associated with them, according to Nixon,
who says settlement websites typically include information about the
lawyers involved in the case, relevant court filings, settlement eligibility and
frequently asked questions, among other things. Whether you receive a
settlement notice by mail or email, your first step should be visiting that
website to verify that the settlement is genuine.
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“If you get a class notice and you're not sure if it’s real or not, it should have
YOuS! . i ? Rewards newsletter
acase name on it. You can Google that case name and the website should f
come up,” Nixon explains. He adds that you should avoid clicking on links to rom AARP.
settlement websites if you receive settlement notices by email, because Start and end your week with exclusive
“ N » M AARP Rewards perks and tips.
they could point you to fraudulent sites whose purpose is stealing your
information or installing malware on your device. m
That's why it’s also a good idea to avoid QR codes and web addresses that
appear on printed settlement notices. “Do an internet search for the case ( See All Newsletters )
name ... and the words ‘settlement website’ to see if the site comes up. It
Privacy Hub

always has for me,” suggests Fitzpatrick, who recommends cross-
referencing the case number on your settlement notice with the case
number on the website to ensure they match.
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Hang adds that you should be careful if settlement websites are missing
key information, such as official court documents or eligibility deadlines.

Check the news: Hang points out that legitimate class action settlements
often appear in the news. “Look for a trustworthy publication,” he says.
“Some of the bigger settlements will be covered by The New York Times and
places like that, and they'll usually include a link to the official settlement
website.”

Check aggregator sites: You can confirm the veracity of class actions not
only by consulting the news, but also by checking third-party “aggregator”
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websites that specialize in collecting and publishing information on class
actions. Hang recommends the website ClassAction.org. “If it shows up on
there, chances are it’s legit,” he says. Another trusted aggregator website is
TopClassActions.com, according to Fitzpatrick.

Look for red flags: Several things should raise immediate alarm bells if you
encounter them in a class action settlement notice. One red flag is a request

for personal information, Fitzpatrick notes. Although it's common for claim
administrators to ask for a mailing address, phone number, email address or
Venmo username — they need to know where to send your settlement
money, after all — he says requests for Social Security numbers or bank
account information are suspicious. Also suspect are requests for
processing fees, filing fees or other upfront payments, none of which should
be required to receive a settlement. “That should never, ever happen,”
Fitzpatrick says.

Contact the claims administrator: If you're unsure about a settlement,
contact the law firm or claims administrator, both of whom should be listed
on the official settlement website. Rather than calling a phone number
listed on the notice, though, try to find the firm’s number independently,
just in case it’s a bogus number that would lead you to a scammer.
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Class actions and consumer rights

Given the potential for fraud and abuse, it might be tempting to throw
settlement notices straight in the garbage. Although it’s a surefire way to avoid
one type of scammer — willful criminals — doing so means opting out of your
rights as a consumer, which could expose you to a different kind of scammer:
unscrupulous corporations.
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“There are a lot of class action lawsuits because we have the largest economy in
the world, and not every participant in that economy conducts business in the
best way. Class actions are how we hold those businesses accountable when

we didn’t have class actions, we would ... get no redress.”

Matt Alderton is a contributing writer who specializes in health and wellness, travel and technology. His
work has also appeared in USA Today, Forbes and The Washington Post.

More From AARP

AARP's Fight Against Fraud

AARP educates and supports older Americans around fraud
prevention

Amazon to Pay Members in Settlement

The company settled a lawsuit with the FTC for $2.5B.
Members will be eligible for payouts.

25 Effective Tips to Protect Against
Scams

Safeguard yourself with these practical anti-fraud strategies

&' MEMBERS ONLY

Recommended For You
§

o’ MEMBERS ONLY

ENTERTAINMENT SOCIAL SECURITY MONEY HEALTH
Actress Susan Lucci OpensUp  Early Retirees Must Fill a AARP’s Smart Guide to How Can | Keep My Kidneys
About Her Grief Health Insurance Gap Retiring Abroad Healthy?

The ‘All My Children’ star writes
about mourning her husband, who
died in 2022

Medicare coverage for most older
Americans won't begin until age 65

These steps can help you pick the
right place, organize your affairs
and get settled in

To start, hydrate, exercise and
manage your medications

ARTICLE CONTINUES AFTER ADVERTISEMENT

Member-Only Auto Insurance

AARP members save up to 10%. Total avg. savings $597
- switch today!

ADVERTISEMENT
See All »

HOT DEALS

SAVE MONEY WITH THESE LIMITED-TIME
OFFERS

Up to $2K bonus & 3.95% APY*

Valley Bank on Raisin

$136 off a home warranty plan
American Home Shield

o' MEMBERS ONLY

ENTERTAINMENT

AARP Theater

Free plays, concerts, musicals, dance
performances and more

TRAVEL
Budget

Exclusive savings of up to 35% off base rates
with Pay Now and other benefits

Auto Insurance as low as $87/mo.
The Hartford

Save up to 50% on Rx Hearing Aids
AARP Hearing Solutions

15% off Breakfast, Always!
Denny's

Free Air or Save Up to $3,000

&' MEMBERS ONLY Avalon Waterways

'WORK & FINANCES HOME & TECHNOLOGY See All Hot Deals »
Indeed Career Services: Norton Ultimate Help Desk
Career Help 15% off on-demand, remote computer

Get a free instant resume report, a free tioubleshocting

interview guide, or talk with an Indeed career...

About Us Advertise with AARP Newsletters AARP Foundation

AARP is a nonprofit, nonpartisan
organization that empowers people
to choose how they live as they age.

Donate Contact Us AARP In Your City Wish of a Lifetime

Volunteer Careers at AARP AARP En Espafiol Senior Planet | OATS

Membership AARP Services Inc. AARPHINE AgeTech Collaborative™

AARP Rewards Press Center

Policy & Research

Legal Counsel for the Elderly

Sitemap AARP Privacy Hub Terms of Service Accessibility Statement

AARP Rewards Terms & Conditions Copyright Information Vulnerability Disclosure Program

Ad Choices Your Privacy Choices Cobrowse

Captured by FireShot Pro: 11 February 2026, 03:24:02 PM
https://getfireshot.com



